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Abstract—Explainability and transparency of computations, as
well as compliance with data-privacy requirements, presuppose
an understanding of whether some input plays a non-trivial role
in computing an output. However, difficulty in distinguishing
between correlation and actual usage in computation, along
with possible correlations between inputs, makes determination
of such accountability challenging. A flow definition is pre-
sented that can make this distinction. The definition enables
the construction of accountability evidence to establish how
an input is computed based on an output, in terms of the
intermediate variables used. Intermediate variables can also serve
as mediation points that fully block information flow from an
input to an output. A connection between accountability and
mediation is established by showing the role of mediation points
for constructing accountability evidence.

Index Terms—information flow, accountability, mediation, flow
through, involvement

I. INTRODUCTION

Information flow security [[15]], [25]] has primarily been con-
cerned with end-to-end enforcement of confidentiality and in-
tegrity policies. Confidentiality policies restrict what variables
can be affected by secret values; integrity policies restrict what
variables can be affected by untrusted values. But prevention
is not the only approach to enforcement, and it is also not the
only reason to analyze information flows in programs. This
paper shows how an information flow semantics can be used
to produce evidence that a given variable X is accountable for
the value stored in a variable Y, meaning X plays a non-trivial
role in determining the value that Y stores: (i) information
about X can be inferred by observing Y, and (ii) this inference
is not due to correlations.

A way to produce evidence of accountability has various
applications in building secure systems. Knowledge that evi-
dence of accountability will be available can deter principals
from engaging in attacks, for fear of being identified and
then punished. Evidence of accountability also can facilitate
verifying whether information stored by a service should be
deleted when a user invokes her “right to be forgotten’ﬂ
Consider two users, Alice and Bob, that provide correlated
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input data to a service (e.g., sleeping measurements with
similar patterns) and assume that Alice exercises her right
to be forgotten. Then Alice’s data and anything computed
based on this data (e.g., recommendations for sleep quality
improvement) should be deleted. But how can one decide
whether a certain digital product is the result of computations
applied to Alice’s data, instead of only Bob’s data? We are not
aware of a rigorous definition that can enable this decision.
And we will show that obtaining such a definition is subtle.

Information flow in computer security is typically substan-
tiated by using a counterfactual argument that checks whether
different values for one variable lead to different values for
another. However, systems where variables are correlated
cause difficulties when accountability is to be determined. To
illustrate, consider a system having two variables X; and X
storing the same secret, so initial condition X; = X5 holds.
For the program

Y = X, (1)

all should agree that X, is accountable for the final value
of Y but X; is not. A counterfactual argument affirms that
X5 18 accountable, since different initial values for X, lead
to different final values for Y. That same counterfactual
argument, though, can be used to affirm that X; is accountable
for the final value of Y, since changing the initial value in
X1 also gives that same value to X5 (because X7 = X5 holds
initially), and different values of X5 lead to different values of
Y. That we could conclude X; is accountable for Y suggests
that we were using a flawed test for establishing accountability.

The obvious repair to vary X separately from X5, which
is equivalent to ignoring correlations among variables, is not
always satisfactory, either. So we check whether changes to
the initial values of X; (when X5 is not also changed) cause
executions of the above assignment statement to change Y,
and we reach the desired conclusion: X is not accountable
for Y, but X5 is accountable for Y. A second example
program, though, shows that ignoring correlations does not

always correctly identify accountability. The program
Yi=X5-X, 2)

always assigns 0 to Y when executed in the initial states
satisfying X7 = X5 that are being assumed. Arguably, neither
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X1 nor X5 is accountable for Y in executions of (2) that
start in states where X; = X5 holds, because has the same
effect as Y := 0. Yet just varying X or just varying Xs would
change the final value of Y. We reach the wrong conclusion for
accountability in (2)) if we ignore correlations and just check
all pairs of executions. So that test is flawed, too.

A definition of accountability must distinguish correlation
from causality. As we saw with the two example programs
above, straightforward application of counterfactual reasoning
does not make those distinctions. Therefore, in section
we derive a flow definition that is sensitive to correlative flows
between variables. This definition is derived from elementary
information flow definitions presented in section and it
serves as a building block for our approach to establishing
accountability.

A definition of accountability must take into account imple-
mentation details. Consider the following program, executed
in an environment where initially X; = X5 holds:

W::XQ—Xl; Y!=W+X1 (3)

Programs (I) and differ in the details of how they
implement the same input-output relation. However, X is
arguably not accountable for Y in (3), because W is 0 when
assignment “Y := W + X;” executes, and thus, the only
variable that actually conveys information to Y is X;. So
whether X, is accountable for Y depends on whether (1) or
(3) is implementing the input-output relation.

We should expect that whether X should be considered
accountable for Y, would depend on intermediate variables
that hold values derived from X and that also are involved in
computing the value of Y. So, to be considered compelling,
accountability evidence ought to give those intermediate vari-
ables and characterize the roles they play. Section[[V-B|formal-
izes this reasoning and presents a definition for accountability
evidence where systems are modeled as cascades of determin-
istic channels (described in section[ll). A deterministic channel
is a simple computational model that can abstract any function.

Accountability evidence for a cascade of deterministic chan-
nels can identify those intermediate variables that are involved
in a flow. An involved variable can be the source of corruption
or leaks. Consider for example, a program where a variable
W stores the result of an untrusted function. An integrity
policy could specify that if trusted inputs to the program
flow-through W to the output—that is, if W is involved in
the flow from inputs to outputs—then the output should be
considered untrusted. To enforce this policy, one first needs to
define what is an involved variable. Section gives a first
formalization.

Certain intermediate variables have the potential to mediate
the flow from some input to some output. In practice, such a
variable can guide the placement of a sanitizer S, to ensure
that all flows from untrusted inputs to trusted outputs are
mediated by the variable the stores the result of S. Although
mediation appears often in Computer Security, we are not
aware of formalizations for this view. Section [V| formalizes
and explores it. Alternative definitions for mediation, each

exhibiting different properties, are suggested. By formalizing
mediation and accountability, we are able to connect these
two ideas in a rigorous way: mediation can be used to build
accountability evidence.

II. CHANNELS AND CASCADES

Our accountability and mediation framework is built on
channels. We employ notational conventions for channels from
Cuff et al. [10]. Uppercase letters denote variables that identify
the inputs and outputs to a channel; lowercase letters denote
the values of these variables. Each variable Z is associated
with a domain Z of values it may store. A variable Z may
itself be a tuple (Z1,Zs,...,Z,) of variables, in which case
Zis Z1 x Z9 x - x Z,, and n-tuple (z1,29,...,2,) € Z
is a value for Z. If Z; is not a tuple of variables, then it
is called a singleton variable. If I ¢ {1,...,n} holds and
Z is a variable that is a tuple (Z1,Zs,...,2Z,), then Z;
denotes partial variable (Z;,...,Z;), with {i,...,j} = I and
i<...<j. Also z; denotes partial value (z;,...,z;). I denotes
the complement of I with respect to the set [1,n] of all
indexes, and z =; 2’ denotes z; = z;'.

We write C(X: X > Y :)) to denote a deterministic channel
with input variable X and output variable Y'; this channel
maps every input value x € X’ to an output value y € ). When
input and output variables and domains are understood from
the context, we may just write C' to identify a channel. And
we write C(x) to denote the value y of output variable Y for
channel C when input variable X has value x. We posit that
distinguished element 1 is in X and ), and that C(1) = 1
hold for all channels C'.

A channel will be represented either as a table that maps
input values to output values or as a sequence of assignment
statements where the channel outputs are the target variables of
these assignments and the inputs are the variables appearing in
the right-hand-side expressions. Assignment Z := Z is written
to assert that a channel propagates an input Z to an output Z
unmodified.

Channels may operate in an environment that limits the
possible input values. The set of values that the environment
allows for an input variable X will be characterized by using
a support predicate o that is defined on values in X. So, o(x)
holds iff x € X' is an input value allowed by the environment.
Supported set X7 is the subset {z € X | o(x)}. We write
o = o' to denote (Vz e X: o(x) = o'(z)) and therefore
X7 ¢ X7, As a convention, the support predicate will be
given as a precondition before the sequence of assignments
that define a channel. For example, the following indicates that
channel C operates in an environment where support predicate
X1 = X5 holds:

{X1 =X}
C: Y :=Xqzor X
A cascade C = C1Cy ... C, is formed when each output
variable of channel C; is an input variable to channel C,1. The

variables that connect the channels are called the intermediate
variables of the cascade. Each channel C; is considered a



constituent channel of the cascade. When only the input
variable X, output variable Y, and an intermediate variable
Z between channels C; and C;,1 need to be referenced, then
the cascade will be denoted by

XC,...C Z Ciuy ... C Y.

We use the notation WO, W1, ..., W™ to identify a series of
partial variables in a cascade C, WY is a partial variable of
the input, W™ is a partial variable of the output, and W* is a
partial variable of the ith intermediate variable of C (i.e., W
is an input to channel C;,; within C). If an output value of a
channel C} is not among the values for which C};,; is defined,
then we assume that C;.; outputs special value 1.

Every cascade C itself defines a channel, where the inputs
of C are the inputs of channel C, the outputs of C are the
outputs of channel C,,: C(z) 2 Cy,( -+ C2(C1(x))).

A cascade can model a system at various degrees of
faithfulness; two ways that such a model can be refined will
be of interest. If one of the channels C; of a cascade C
is replaced with a cascade C; having the same input-output
relation as C;, then the resulting cascade C’ is said to be a
channel-decomposition of C. A cascade that cannot be further
channel-decomposed is constructed from atomic channels. An
atomic channel may not be replaced by a cascade.

One reason to label a channel as atomic is because its
internal structure is unknown, and thus, replacing such a
channel with a cascade might lead to erroneous conclusions.
So, whether a channel is considered atomic is a modeling
choice—not a ground truth. For example, an atomic channel
can model an indivisible atomic action.

A second form of decomposition is to replace a variable
W of C with a tuple of variables, such that there is a
certain isomorphism between the domain of W and that tuple.
For example, a variable W that stores integer values can
be replaced by a vector of variables that store the binary
representation of 1. The resulting cascade is said to be a
variable-decomposition of C.

III. MODULATION

One family of definitions for information flow in the lit-
erature (starting with Cohen [9]]) is based on counterfactuals:
there is an information flow from the input variables to the
output variables, if different input values lead to different
output values.

We are concerned here with information flows that arise
for only those inputs that satisfy a support predicate o. An
information flow is supported iff there is a counterfactual
argument that varies inputs over values satisfying a given
o. Since we will be interested in information flows from
individual variables or from sets of variables, we require a
counterfactual definition of information flow that handles a
partial input X; and partial output Y.

For a variable X and a set I of indexes, a straightforward
counterfactual definition of information flow from partial
variable X would check whether there are different outputs
produced for inputs that only differ in the values of X;—we

do not vary other variables comprising X. However, varying
partial input X; while leaving X7 fixed, could constitute an
input value x where o(z) does not hold. Arguably, the use
of such unsupported inputs does not constitute a credible
counterfactual argument for justifying supported information
flows. So this straightforward definition for information flow
is problematic.

A. Independent Modulation (IM-flow)

To be able to vary inputs as needed for a counterfactual
argument that establishes a supported information flow from
partial variable X; to partial variable Y, the value of X7
must not constrain the value of X7, and vice versa. So, for
any supported input values x and z’, the value z ||; z’
that comprises’| z; and z’ should also be supported|’| We
conclude that a supported set X'° can be used in counterfactual
arguments for flows from X only if X7 exhibits full coverage
for Xr:

FC(I,X°) 2 (Va,2' e X7: x||; 2" e X7) 4)

In fact, @) signifies that X is independent of X7.

For supported sets X7 that exhibit full coverage for X;, a
characterization of information flow based on counterfactuals
might be formalized as followsﬂ

Definition: Independent Modulation (IM-flow).

Given a channel C(X: X > Y :)), index sets I and J, and
support predicate o such that supported set X7 exhibits full
coverage for X7, partial input X; IM-flows to output Y iff

IM(C,I,J,0) £ (3x1,22€X7:
T1 =7 T2 N C(xl)%JC(xQ) A
Cx1)#L A Clxza)#1) ]

Notice that output value 1 is ignored when making a counter-
factual argument for establishing IM-flow.

IM-flow instantiates a counterfactual argument, because
some input values x; and x, that differ only in the values of
variables in I, are required to produce different outputs. So, if
X7 IM-flows to Y; within an environment modeled by o, then
observing Y; and knowing o reveal something about the value
of X;. IM-flow will be used to construct other information
flow definitions.

B. Variable Extension Modulation (VXM-flow)

To understand the implications of not requiring full coverage
(@) for establishing an IM-flow, consider channel C' depicted in
Figure [I] Output Y reveals something about possible values
for partial input X;: if Y is 7, then X; must be 1 or 2; if
Y is 8, then X; must be 3 or 4. Computing IM(C, I, J, o)
with I being {1} (i.e., it represents X;), J being {1} (i.e., it

2If o’ =z |1 2, then z”/ =7 = and =’/ =7 =’ should hold.

3This requirement is similar to generalized noninterference (GNI) [22]]. GNI
specifies requirements for absence of flow, while the accountability theory that
this paper develops captures presence of flow due to actual computation.

4This definition is essentially Cohen’s strong dependency definition 2-10
[9]]. But Cohen does not use the strong dependency definition to further capture
accountability, involvement, and mediation. That is our contribution.
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Fig. 1. Channel C with all supported inputs depicted.

represents YY), and o supporting only the inputs depicted in
Figure [T} and thus, not satisfying full coverage (@), would
(erroneously) assert that X; does not flow to Y. This is
because there are no input values that agree on X, but yield
different outputs, when X varies.

Yet, there will be cases where the IM-flow definition can-
not be applied because variables in X7 are correlated with
variables in X, making it impossible to vary only X; (while
keeping X7 fixed) within the supported set of inputs. One
way to handle this case is to enlarge I and obtain a set K > [
of indexes, where partial input Xy is independent of X4,
causing X'? to exhibit full coverage for X x. The limit case is
to have X be variable X, so inputs from variables in X are
still being included (since X includes all variables in X 7). The
IM-flow definition now applies, but an IM-flow established by
using X could over-approximate the set of variables from
which there is information flow to Y.

Define 110 to be the intersection of all supersets of I for
which full coverage holds:

Ito = N kK 5)
K2I A FC(K,X7)

We prove the following theorem, which states that X' exhibits
full coverage for X ITUE]

Theorem 1. FC(It0,X?) holds. ]

So, by construction, I 1 ¢ is the minimum superset of I for
which full coverage holds.

We use X p, to extend the definition of IM-flow, resulting an
information flow definition that handles cases where supported
subset X7 does not exhibit full coverage for X;.

Definition: Variable Extension Modulation (VXM-flow).
Given a channel C(X: X > Y :)), index sets I and J, and
support predicate o, a partial input X; VXM-flows to Yy iff
X1 IM-flows to Y.

VXM(C, I, J,0) = IM(C,I10,J,0) "

If VXM(C,I,J,0) holds, then one can learn information
about Xp,, by observing an output value Y;. In addition,
because o creates a correlation between Xp, and X, and
o is publicly known, when VXM(C, I, J,o) holds, one can
also infer information about X; by knowing Xp, and o.

SProofs of theorems appear in the appendix.
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Fig. 2. Channel C1

C. Correlative Flows

VXM-flows are, by construction, supported information
flows. However, some VXM-flows are artifacts of correlations.
A VXM-flow from X; to Y is correlative when this flow is
due to X7 being correlated with Xp,, and the values in X
with J € T1to -1 (ie., J ¢ I) are being used to compute
Y. If a VXM-flow disappears when the size of the supported
domain is enlarged—which breaks correlations between the
partial input variables—then this flow is due to correlations
caused by the original environment. Alternatively if a VXM-
flow persists as the supported domain is enlarged, then this
flow is non-correlative.

Definition: Correlative versus Non-correlative Flows.

If VXM(C, I, J, o) holds, then this flow is correlative iff there
exists a “more permissive” support predicate o’ such that X;
does not VXM-flow in C' to Yj:

Cor(C,1,J,0) =VXM(C,I,J,0) A
(3o': o= 0" A -VXM(C,1,J,0"))

If the second conjunct of Cor(C,I,J,o) is not satisfied, then
the VXM-flow is non-correlative:

NCor(C,I,J,0) =VXM(C,I,J,0) A
(Vo': (o0 =0") = VXM(C,I,J,0"))
|

As an example, consider the channel in Figure E} Here,
X1 VXM-flows to Y when the environment satisfies X; =
Xs. This VXM-flow is non-correlative, because it is preserved
under any extension of the environment. We also have that X
VXM-flows to Y when the environment satisfies X; = X5. But
this VXM-flow is correlative, because X5 does not VXM-flow
to Y when, for instance, the environment is extended to the
the entire domain.

There is a subtlety in how the environment should be
extended when checking for correlative flows. We cannot
just replace the second conjunct in Cor(C,I,J,o) with
-VXM(C, 1, J, true) (and similarly the second conjunct in
NCor(C,1,J,0) with VXM(C,I,J,true)), which would
simply extend the original environment only to the entire
domain. Rather, we must extend the environment, checking
each intermediate set, too. This is because, VXM(C, I, J, o)
and VXM(C, I, J, true) might be both true, but there might
be a o' with ¢ = o' such that VXM(C,I,J,0") does
not hold, indicating that the original VXM flow for o is
correlative. As the support predicate o’ supports more values,
the extension Xp, tends to decrease, making it possible for



VXM flows to disappear and reappear again. The following
example illustrates this:

{(X=w=2}
Cy: Y =(X-W 2Z)

Here, X VXM-flows to Y for the original environment (i.e.,
o supports inputs with {X = W = Z}), because changing X
would mean changing W and Z (here Xp, is (X, W, Z)),
which in turn implies that Y changes when the assignment
statement executes (because Z changes). If the environment is
extended to support the entire domain (i.e., ¢’ = true), then we
still have that X VXM-flows to Y, because we are allowed to
change X, keeping W and Z fixed (here X pirye is X), with
the result that Y changes, too. It is only when the environment
is extended to inputs satisfying X = W, but not requiring
equality with Z (i.e., o’ supports inputs with {X = W}), that
the VXM-flow from X to Y disappears. Keeping Z fixed and
changing X, means that W also changes to satisfy X = W
(here Xp,+ is (X,W)), and thus Y remains fixed (the first
element of Y stays 0 and the second element equals the fixed
value of 7). So, considering inputs that only satisfy X = W,
rather than also satisfying X = W = Z, leads to a domain that
is larger than the original but smaller than the entire domain—
this exposes the VXM-flow as being a correlative flow. We
conclude that it is not sufficient to extend the environment
to the entire domain, if we want to check whether a flow is
non-correlative.

IV. ACCOUNTABILITY

Our goal is to derive evidence that the values of some
specific partial input variable X to a given cascade operating
in a certain environment are accountable for computing the
values of certain partial output variable Y;. To be considered
compelling, we believe that such accountability evidence must
satisfy the following criteria:

R1: Give a sequence of intermediate variables used to com-
pute Y; from X, where each variable plays a non-trivial
role in computing every successor.

If there exists accountability evidence for a cascade C,
then there should exist accountability evidence for any
channel-decomposition C* of C.

If there exists accountability evidence for a cascade C,
then there should exist accountability evidence for a
variable-decomposition C* of C.

R2:

R3:

R1 is needed to ensure that accountability evidence is con-
nected to the implementation details of the cascade. R2 and
R3 are useful for viewing accountability evidence at various
granularities. Some technical issues that arise are discussed at
the end of Section

The form of accountability evidence we propose in this
section requires identifying a singleton intermediate variable
between each atomic channel in the cascade, where that
singleton variable is playing a non-trivial role in computing
output Y from input X;. The accountability evidence shows
how X affects those singleton intermediate variables, in a

way that propagates through the cascade to Y. So, R1 will be
satisfied by accountability evidence that satisfies our definition.
R2 and R3 will follow trivially because the cascades we
consider have a particular form that does not admit channel
or variable decompositions.

Our form of accountability evidence is defined by structural
induction:

— Base case: an atomic channel. Input-output pairs and
variations of VXM-flows between them constitute the
accountability evidence.

— Inductive case: a cascade with multiple atomic channels.
The accountability evidence is a sequence of intermediate
singleton variables, where each plays a non-trivial role in
the computation of all its successors.

A. Base Case: CD-flow

For the case of atomic channel C and support predicate
o, R1 requires partial input X to play a non-trivial role in
computing partial output Y, if accountability from X; to Yy
is to be established. The essence of playing “a non-trivial role
in computing” is:

(1) Information about values of X; can be inferred by
observing values of Y.
(i1) The inference is not due to correlations.
If X; VXM-flows to Yy (i.e., VXM(C, I, J,o) holds), then
(1) is satisfied, since then knowledge of the value of Y, in
conjunction with o, informs what values are possible for input
Xr.

The following example illustrates that if (i) does not hold,
then there is no basis to argue for accountability. Consider
atomic channel C"

{X1=Xo}

6
C: YIIXl—XQ ()

Here, even though X; and X5 are referenced in the computa-
tion, neither of them VXM-flows to Y when o only supports
initial states where X; = X, holds: Y is assigned 0 when
the program is executed in states satisfying o (X; = X
holds) and, thus, nothing new can be inferred about X; or Xo
from observing Y. So, arguably, neither X; nor X» should be
considered accountable for Y within that environment. Thus, if
there is no VXM flow, then there is no basis for accountability.

Inference alone, however, should not be considered suffi-
cient for establishing accountability—(ii) must be satisfied, as
well. To illustrate, consider

{X1=Xo}

7
C,Z Y!ZXQ ( )

where again predicate o supports only input states where X; =
X5 holds. Here, the value of Y can be used to infer the values
of both X; and X5. So, information flows from X; (and X5)
to Y. Indeed, X; VXM-flows to Y given o, as does X5. This is
because the VXM-flow definition expands partial input X to
(X1, X2) (since the supported set does not exhibit full support
for X;) and (X3, Xo) IM-flows to Y.



However, the VXM-flow from X; to Y is due to correlation
caused by o. Thus, X7 should not be considered accountable
for Y. Since there is a VXM-flow, we conclude that VXM-
flows alone do not define accountabilityﬂ So to discharge
requirement (ii), we must also check whether the definition of
a non-correlative flow NCor(C, I, J, o) is satisfied: the VXM-
flow must be preserved under all extensions of the original
environment.

The obligations for establishing accountability with an
atomic channel are thus characterized in the following.

Definition: Computational Dependency (CD-flow).

Let I and J be index sets and let C(X : X > Y :)) be a
channel with support ¢. Partial variable X; CD-flows to output
Y, denoted X % Yy, iff NCor(C,1,J,0) holds. [

The CD-flow definition captures requirement (i) in first
conjunct VXM(C, I, J,0) of NCor(C,I,J,0), and require-
ment (ii) by second conjunct (Vo' : (¢ = o¢') =
VXM(C,I,J,¢")) of NCor(C,I,J,c). So the CD-flow def-
inition captures the requirements for accountability of atomic
channels: a CD-flow from X7 to Y} is accountability evidence
for an atomic channel C' that is executed in an environment
modeled by o.

Atomic channels (6) and (7) above illustrate how CD-flows
serve as accountability evidence.

— Example @: Neither X nor X5 CD-flows to Y, because
neither X; nor Xo VXM-flows to Y. So we used CD-
flow to confirm our earlier contention that neither X nor
X5 is accountable for Y

— Example : X1 does not CD-flow to Y, because the
VXM-flow from X; to Y is not preserved in an extended
environment that supports the entire domain. The absence
of a CD-flow here thus validates that Xy is not account-
able for the computation of Y in (7), since X; is never
referenced during the computation of Y. But, Xy CD-
flows to Y, capturing a flow that is both supported and
non-correlative.

B. Inductive Case: CD-trajectories

We now consider the construction of accountability evidence
from a partial input variable W1 to a partial output variable
W™ in a cascade comprising a series of atomic channels.

1) CD-trajectories: A trajectory is defined to be an inter-
leaved sequence of channels C; and singleton variables W*

<W'> o <W?> Cy <W3> ... Ch

where C = C; Cy ... C,, is a cascade of atomic channels with
an environment constrained by o, and each W is among the
output variables of C;_; and is an input variable of C;. If each
W' in trajectory CD-flows to all its successor variables

< W’I’H—l N (8)

SMcLean [21] observes that a flow definition similar to VXM-flows is not
able to distinguish between statistical correlations and causal relationships
between input values and output values. He suggests that this problem ‘“can
be fixed by considering programs as inputs” to the flow definitions. With
knowledge of the program, one can then deduce which variables contribute
to the computation and which do not.

(.e., WL . W"*1) in that trajectory—and not only to its
immediate successor (i.e., W*"1)—then we say the trajectory
constitutes evidence that W is accountable for W"*! within
environment O’E] Notice that, in this case, trajectory (8) satisfies
requirements R1, R2, and R3 for accountability evidence.
The obligation to show CD-flows between the W variables
establishes that each is playing a non-trivial role in computing
all its successors, including the cascade output. That satisfies
R1. And the use of atomic channels and singleton variables
means that there can be no decompositions, so R2 and R3 are
trivially satisfied.

To check for the required CD-flows between intermediate
variables in trajectory (8), we must determine the support
predicate for every channel in the cascade C. Predicate o;
would support only values that reach C; from initial inputs to
C supported by o. Equivalently, o; would support only those
inputs that are outputs of cascade C' ...C;_; from inputs on
C1 supported by initial 0. We define this derived support for
output Y of a given channel C(X:X >Y:)) as follows

o) £ (AzeX: o(x) AC(z) =y).

Essentially, 0 can be regarded as the strongest postcondition

of o under C'. Since cascades are channels, we have that o;
is gC1-Cim1,

We can now give a formal definition of CD-trajectories.

Definition: CD-trajectory.
Trajectory

<Wls ¢y <W?s 0y <W3> ... C, <W">

is a CD-trajectory from W' to W™+, for a cascade of atomic
channels C = €y € ... ), with support o on inputs to C,
and singleton variables W* with 1 <i <n+ 1, iff
Vi,j: 1<i<j<n+1: Wi%mﬂ+1 )
i---Cj

Cl<~~c1i—1'

holds, where o; is o [ ]

Notice that any segment

<Wis C; <WHls . Cj <W7>

of CD-trajectory
<Wls ¢y <Wis>C; <WHs .
Cj*l <W'] >
is also a CD-trajectory between intermediate singleton vari-
ables W* and W7.
To illustrate how CD-trajectories can be used to reason

about accountability, consider a cascade constructed from
channels C7 and Cs:

{X1= X5}
Cr: Wi=Xo-Xy;
Cy: Y:=W+Z

. C, <WHLs

Z =X, %2 (10)

"The reason for requiring CD-flows to all successors, instead of only the
immediate successor will become clear later in this section.



Here, <X;> C; <Z> (Cy <Y > is a CD-trajectory.
Therefore, X; is accountable for Y. There is no CD-trajectory
that connects X5 to Y, despite assignment W := X5 - X (i.e.,
description of output W in C). So, we have no evidence that
X5 is accountable for Y—as should be the case.

One alternative to using CD-trajectories as accountability
evidence would be to have required CD-flows only between
consecutive variables in the trajectory. This alternative defini-
tion does not satisfy R1, because the CD-flow relation is not
transitive:

W' == W?and W? == W* (11)
C1 Co

does not imply that relation 17/ ;:;> W3 holds. An example
is the following cascade: o

Cy: W := X1 * 10 + (X3 mod 10); (12)
Cy: Y := W mod 10;

Cq
Here, we have X Cé> W and W OC:.' Y hold, where o

1 2
supports all initial states. However, relation

X 1 % Y
C1;C2
does not hold. Moreover, the value of X is irrelevant for
computing Y, so the alternative definition fails to satisfy RI.
So, even though X; plays a non-trivial role in computing W
and W plays a non-trivial role in computing Y, X; does not
play a role in computing Y. Thus, the CD-flows in are
not sufficient for accountability evidence that satisfies R1.

2) Atomicity and Singleton Variables: Our definition as-
sumed cascades of a restricted form—a composition of atomic
channels and singleton variables. An obvious question is how
this work generalizes to less restrictive forms. All the general-
izations we considered turned out to violate requirements R2
and R3, though. Some examples illustrate.

A cascade that has non-atomic channels can be decom-
posed into cascades involving additional channels and, thus,
additional intermediate variables. These decomposed cascades
have CD-flow obligations that are not discharged by satisfying
the obligations for a CD-flow with the original cascade.

We illustrate with the cascade below and o that supports
inputs where W = Z holds:

{(W =2}
Cy: R=zZ-W, W:=W,
Cy: Y : =W +R;

13)

Treating cascade C7; C5 as a (non-atomic) channel C', we have
that Z CD-flows to Y. If we allowed CD-flows on non-atomic
channels as accountability evidence, then we would deduce
that Z is accountable for Y within channel C' given in (13).
Decompose channel C' into cascade C = C1Cs. For Z to be
accountable for Y, we would need to establish that either

<Z> Cy <W> (Cy <Y > (14)

or

<Z> Cy <R> Cy <Y > (15)

is a CD-trajectory. However, (I4) does not satisfy the obli-
gations of a CD-trajectory, because Z does not CD-flow in
Cq to W, since Z does not VXM-flow in C; to W for
extension true of o. Trajectory (I3) does not satisfy the
obligations of a CD-trajectory either, because Z does not
CD-flow in C; to R, since Z does not VXM-flow in C;
to R for o. So, after refining non-atomic channel C into
cascade C, accountability evidence between Z and Y is absent.
Accountability evidence as a CD-trajectory on non-atomic
channels was not preserved under decomposition, and R2 is
violated. In fact, there is no decomposition of cascade @])
such that Z becomes accountable for Y.

An alternative accountability definition we explored consid-
ers non-singleton variables. In this case, R3 is violated. That
is, if <X;> Cy1 - Cy <Wp> Cyq - Cp <Y > is
a CD-trajectory, then there might not exist a partial variable
Wi of Wi with K c I, such that <X;> Cq - C; <Wg >
Cis1 - C, <Y;> is also a CD-trajectory. We illustrate using
example (I3). Consider cascade C1C> and CD-trajectory

<Z> Cy <W,R> Cy <Y > .

Notice that replacing < W, R > with any singleton W
or R would no longer result in a CD-trajectory. So, had
we allowed accountability evidence with CD-trajectories to
involve coarse-grain tuples as variables, then accountability
evidence could be lost when considering partial variables:
accountability evidence of compound variables could not be
substantiated with partial variables. R3 is thus violated.

A disadvantage of reasoning about accountability at the
level of atomic channels and singleton variables is that de-
signers usually reason about system behavior at a higher level
of abstraction. But, as we saw above, staying at a higher level
of abstraction might lead to conservative accountability claims
with respect to our definition.

Putting it together, formulating a definition for accountabil-
ity involved asking at least the following design questions:
(A) Whether accountability should be defined intensionally or

extensionally.
(B) Whether accountability should be preserved under chan-
nel decomposition.
(C) Whether accountability should be preserved under vari-
able decomposition.
In our work, accountability is defined intensionally, since it
depends on the implementation of a system (i.e., a cascade)—
it does not consider only the input-output relation of the
system. This means that changes in the modeled details of
the system might alter the accountability judgments. Such
changes include channel decomposition, which is a form
of implementation refinement where system components are
modeled with additional implementation details. Replacing
a command written in a high-level programming language
(e.g., Python) with code written in a low-level programming
language (e.g., assembly) that implements that command, is
an example of implementation refinement.

Another form of implementation refinement is variable

decomposition. Replacing a variable that stores an integer with



a vector of variables that store the binary representation of
that integer is an example of variable decomposition. One
would expect that accountability depends on the granularity at
which a system is modeled. Our thesis is that accountability
should not be altered by modeling more implementation de-
tails. Rather, accountability should be preserved under channel
decomposition and variable decomposition. Once an entity is
held accountable at higher level of abstraction, this account-
ability should not be lost when migrating to lower levels of
abstraction. Equivalently, accountability evidence at a high
level should be substantiated by some accountability evidence
at low level. Accountability evidence is thus not an emergent
property. This prompted us to constrain the definition of
accountability to be in terms of atomic channels and singleton
variables, where both cannot be further decomposed because
implementation details are unknown. Future research might
investigate alternative design choices for answering (A)—(C)
when defining accountability.

C. From CD-trajectories to Involvement

Determining whether some system component affects the
flow from the input to the output of that system can be useful
when analyzing whether a system satisfies an integrity policy.
Consider, the cascade with input X and output Y:

Cy: W= f(X); Z:=X;

Cy: Y =W+Z (16)

An integrity policy might specify that if result W produced by
untrusted function f affects the flow of trusted input X to the
cascade output Y, then Y should be considered untrusted. This
integrity policy is a deprecation policy since the output’s level
of integrity should be decreased to untrusted, even though Y
is computed based on trusted X.

To analyze whether program satisfies the integrity
policy above, the term “affects” needs to be formalized. An
intermediate variable affects the flow of input values to a
cascade output iff that variable has non-trivial involvement in
the computation of the cascade output from a cascade input.
We call such a variable an involved variable. CD-trajectories
identify involved variables, as the following definition formal-
izes.

Definition: Involvement and Flow-Through.

Partial intermediate variable T of a cascade C is cal_lled an
involved variable and the flow-through relation W* % wntl
is established iff there exists a CD-trajectory

<Wls> ¢y <W?%> ... Ciy <W'is> ... Cp <W™ 1> | nm

By definition, if W?* is an involved variable for the flow
between X and Y, then X is accountable for W* and W*
is accountable for Y.

Returning to cascade C; C in , X z Y holds, since
there exists CD-trajectory <X > C; <W> (O3 <Y »>.
So, since X flows to Y through the output W of untrusted f,
output values stored in Y should then be considered untrusted,
based on the integrity policy specified above. Notice that the

above definition of flow-through is sensitive to semantics—
if, for example, command W := f(X) is replaced in
with W := f(X) * 0, then X no longer flows to Y through
W, and thus, Y is not considered untrusted by the integrity
policy. This example shows that the notion of flow-through
and the notion of involved variable are useful for expressing
and enforcing policies where the sensitivity of values should
change because a flow was partially intercepted by a given
component in a system.

It might seem that the flow-through relation could be defined
in terms of two CD-flow relations—from the input to the
involved variable and from that involved variable to the output
(instead of requiring all of the additional CD-flows needed
to establish a CD-trajectory). Such a definition would be
conservative, as the following example illustrates. Assuming
o supports all integer values, input Z CD-flows in C; to
intermediate variable Hs (i.e., Z (j: H>), and Hy CD-flows

1

O'C
in Cy C5 to output W (i.e., Ho :1> W).
Cz Cg

Cq: Hy:=7; Hy:=Z;
Cy: Y:=H,-Hs; H,:=Hy;
Cs: W= (H17Y>;

Thus, the two CD-flows are present to satisfy the alternative
definition. However, in Z does not flow to W through
H,, since Hy is only used to compute Y, which is always 0
during execution. Thus, Hy does not contribute to output W.
So, the proposed alternative definition conservatively would

assert that 2 ij W holds, even though H> does not contribute
to output W. The flow-through definition given above did
correctly conclude that H5 is not an involved variable, because
there is no CD-trajectory from Z to W that involves Hj.

The flow-through relation is not preserved when a cascade
is channel-decomposed or variable-decomposed. When the
implementation of channels in a cascade is decomposed,
the CD-flow relations might change (recall the discussion of
example @])), and thus, the CD-trajectories that are formed
might change, causing the involved variables to change, too.
A variable characterized as involved for an abstract model
of the system might not still be considered involved under a
refined model. Conversely, an involved variable that has been
identified at the most refined model might be hidden when
working with a more abstract model. To avoid such changes,
it suffices to establish involved variables for cascades built
with atomic channels and singleton variables.

a7

V. MEDIATION

A security engineer often will use mediation to limit the
propagation of a secret or an untrusted value. One common
way to implement mediation is for a trusted process to perform
blocking or filtering. Viewed through this lens, a downgrader
is a trusted process that uses filtering to convert secret informa-
tion into public information or to convert untrusted information
into trusted information. A general definition of mediation per
se has not appeared in the literature, though several definitions
are plausible.



In this section, we formally define mediation for systems
modeled as cascades. Several candidate definitions are given;
they differ in the kind of control they exert. So having the
formal definitions allows rigorous comparison of different
kinds of mediation, exposing conditions under which various
form of mediation for blocking and mediation for filtering are
related. Our formalizations also allow exploration of additional
properties that mediation might satisfy: compositionality and
support for accountability.

The starting point for our definitions of mediation is a
statement of possible desired effects of mediation on the input-
output relation of a cascade.

— Blocking: Because the mediation mechanism is present,
the input to the cascade no longer IM-flows to the output
of the cascade.

— D-Filtering: Because the mediation mechanism is present,
the set of possible output values of the controller cascade
is a strict subset D of the possible output values for the
original cascade.

Blocking and D-filtering are achieved by (i) selecting a
location within the cascade where the mediation mechanism
will be inserted, and (ii) choosing appropriate semantics for
that mediation mechanism. For (i), we designate a mediation
point by giving the name of an intermediate variable between
two channels C; and ;.1 of a cascade. For (ii), a suitable
controller channel is inserted between C; and C;.;. The
controller channel blocks or filters some partial intermediate
variables, which comprise the mediation point, in a way that
blocks or filters the information flow from the input to the
output of the cascade.

A. Controller Channels

To formalize the idea of a controller channel, notice first
that every cascade

XCCi W Cir- Cr Y

with two or more channels and an intermediate variable W
can be modeled as a two-channel cascade

CtXC,WCY (18)

where C, = C1 --- C; and Cy = Cy4q1 -+ C. Suppose C has
a support predicate o, such that X IM-flows to Y. We want
to examine whether altering the value in a partial variable W7
would control the IM-flow from X to Y.

To specify that control, a new channel Cy, (W' :W > W:
W) is interposed between C, and C), to form cascade

Cw, 2 X CuW' Cw, WC, Y (19)

where W' is a fresh variable with the same number of
singleton partial variables as W in C, and taking values from
the same domain W. W' is said to be a mirror variable for
w.

Mediation is achieved if Cyy, is Wr-controller, meaning
that it propagates to its output all of its inputs, except for the
values of intermediate variable Wi:

(YueW: Cw,(u) =7 u)

Cascade Cyy, in will be called a Wr-controller cascade,
because the partial variable W; that Cyy, outputs can control
variation in the outputs of Cyy,.

The choice of semantics for Cyy, allows the information
flow from X to Y to be controlled in different ways. We
illustrate those differences by considering the following cas-
cade C in an environment ¢ that supports variables storing
real numbers:

C: Ci: Z =X
Cy: Q:=1;, Z:=7,
Cyi Yi=Z#Q;

(20)

Here, X IM-flows to Y. Moreover, if we consider output
variable Z of C3 as a mediation point and we interpose
between Cy and C3 a Z-controller channel

Cz: Q=Q; Z:=3

(i.e., a channel that always assigns 3 to its output variable
Z and leaves the values of other variables intact) at that
point, then X no longer IM-flows to Y. So, intermediate
partial variable Z blocks the IM-flow for the new cascade
Cz=C1CyCz Cs.

The example illustrates that assigning a constant value to an
intermediate variable W can prevent variation in the input to
a cascade from causing variation in the output of that cascade.
A Wr-controller channel Cyy, that outputs a constant ve Wy
in variable W7 and, therefore, is characterized by

(YueW: Cw,(u) =7u A Cw,(u) =1 v)

will be called W;/v-assignment channel. So C' inserted into
is a Z/3-assignment channel.

A controller channel not only can suppress values but it also
can filter values. For example, suppose we want to ensure that
cascade (20) only produces output values Y that are integers.
We might incorporate a sanitizer into C by interposing Z-
controller channel

Cy: Q:=Q; Z:=Int(Z) (21

between C and C'5. Here Int is a function from input values
in Z to integers. In general, we might employ a W-controller
channel that outputs f(W7) for some function f: W;— Wy,
instead of outputting a specific constant:

(YueW: Cw,(u) = u A Cw,(u) =1 f(ur)).

Cw, will be called W7/ f-filtering channel. For example,
Cy of is a Z/Int-filtering channel. If a W/ f-filtering
channel is inserted between two channels where Wj is an
intermediate variable, we may simply say that “f is placed
at W;”. Notice that f has a local effect to the specific
intermediate variable W7, and thus, it does not introduce flows
between W and its complement W7.

There is good reason for a Wr-controller channel Cyy,
within a cascade to output values that are among the inputs of
Cw,, since Cyy, then forwards values that its predecessor C,
could have produced during execution of the original cascade
C within environment o. A channel C'yy, is support-conserving



for C and o provided that 0©*“"r = ¢% holds. C'; that we
inserted into is support-conserving, since the output that
C1C5Cy produces (i.e., (Q = 1,Z = 3)) is one of the possible
outputs that C;Cy produces. If W; can be assigned v when
cascade C runs on some input supported by o, then we say
that this value v is Wr-reachable for C and o. So, if a Wy /v-
assignment channel Cyy, is support-conserving for C and o,
then, by definition, v is Wy-reachable for C and o. Returning
to @]) and Cy, we see that 3 is Z-reachable.

B. Plausible Definitions for Mediation

To achieve blocking—and thus, prevent IM-flows from the
input to the output of a cascade C—an obvious approach is
to identify an intermediate variable in C that should be set to
a fixed value.

Definition: 3*-blocking point.
Given is cascade C2 X C, W Cp Y and support predicate
o. Partial intermediate variable W is an 3*-blocking point iff

(i) X IM-flows to Y in cascade C,

(i) there  exists Wi [v-assignment  channel Cw,
such that X does not IM-flow to Y in
Cw, 2 X Co, W Cw, W Cy Y , where W' is a
mirror variable for W. [ ]

Treating as a two-channel cascade, where C, = C1C3 and
Cp = C5, we see that () is an 3*-blocking point: if () is given
fixed value 0, then X no longer IM-flows to Y. Here, we add
superscript * to existential 3, because the witness value v that
satisfies the existential can be any value from the domain (e.g.,
v does not have to be reachable).

To achieve D-filtering—and thus, restrict the set of possible
cascade outputs to a subset D—we might devise a sanitizing-
function San that maps vectors of singleton values that
comprise some selected intermediate partial variable W into
vectors of values in D and insert a W;/San-filtering channel
Csan between C,, and Cj, in cascade (T8). To preserve and not
destroy the results of filtering, such an approach presupposes
that channel Cj is D-preserving: singleton inputs values in
D cause the channel (i.e., C}) to output (possibly different)
singleton values in D. Inputs that are not in D may produce
arbitrary outputs.

Definition: San-filtering point.

Given is cascade C = X C, W C, Y , support predicate

o, and function San that maps a tuple of singleton values to

a tuple of values in D. Partial intermediate variable W7 is a

San-filtering point iff

(i) X IM-flows to Y for C and o,

(ii) for some Wj/San-filtering channel Cs,, and mirror
variable W' for W, each output value of Y of Cggyp =
XC, W Cg4n W C,Y isin D:

(Ve e X7: Cgan(z) € D) ]

For example, returning to (20) and (1), we have that inter-
mediate variable Z is an Int-filtering point. Notice that if the
definition of San is extended to be a function that takes as

10

input all the variables of a channel and returns a constant
value, then San creates a blocking point.

An intermediate variable W7 that is an 3*-blocking point is
not necessarily a San-filtering point. Example (20) illustrates.
Here we examine cascade X C1C3 (Q,Z) C5 Y . Assume
the input values to the cascade are the real numbers. Consider
a sanitizer Int that converts all real numbers into integers. We
have that @) is a 3*-blocking point, because when @ is set to
0, Y remains 0 and thus there is no flow from X to Y. But ()
is not an Int-filtering point, because if we place the sanitizer
at (), then Y is not always sanitized: when X = 2.1, we have
Z =2.1, and ultimately Y = 2.1.

A San-filtering point will not necessarily be an 3*-blocking
point, either. Consider the following example:

C: Cr: Z=X; X=X
Cy: Z=7; Q:=1Int(X) (22)
Cs: Y :=7Z+Q;

Here, Z (either between C; and Cs, or between Cy and Cs)
is an Int-filtering point, because if we place Int at Z, then
all outputs of cascade (22)) will be integers. However, Z is not
an J*-blocking point, since no fixed value for Z blocks the
information flow from input X to output Y.

J*-blocking points allow a form of out-of-band signaling,
since an arbitrary value is used to suppress variation of the
output of the cascade. A form of in-band signaling occurs if
variation in the output is suppressed by a value of W that
could have been produced by an input to cascade C. A formal
definition of such mediation is obtained from the definition of
3*-blocking by restricting the scope of the existential in (ii)
and requiring v to be Wi-reachable.

Definition: 3-blocking point.
Given is cascade C2 X C, W Cp Y and support predicate
o. Partial intermediate variable W7 is an 3-blocking point iff,
(i) X IM-flows to Y for cascade C,
(ii) there exists W /v-assignment channel Cyy,, where v is
a Wi-reachable constant for C and o, such that X does
not IM-flow to Y in

Cw,2 XC, W' Cw, WC, Y,
where W' is a mirror variable for W. [ ]

To illustrate 3-blocking, consider the following example,
where ¢ supports real input values:

C: Cq: Z=X; X=X
Cy: Z=7;Q:=X (23)
Cs: Y =7 % Q;

Here, X IM-flows to Y. We see that () is an 3-blocking point:
if @ is set to reachable value 0, then the IM-flow is blocked.
Still, @ is not a Int-filtering point. So, 3-blocking points are
not necessarily San-filtering points.

Some blocking points also are San-filtering points. These
are intermediate variables where, for any Wir-reachable con-
stant value they might store, the flow from the input to the



output of the cascade is blocked. The following definition
formalizes this situation.

Definition: V-blocking point.

Given is a cascade C2 X C, W Cy Y and support predicate

o. Wr is a Y-blocking point iff

(i) X IM-flows to Y for C and o, and

(ii) for any Wi /v-assignment channel Cyy,, where v is a
Wi-reachable constant for C and o, Cyy, is support-
conserving for C and o, and X does not IM-flow to Y
foroand Cy, =2 X C, W' Cyw, W C, Y , where W' is
a mirror variable for W. [ ]

For example, considering , where C, is instantiated with
C1C5 and Cy is instantiated with C3, we have that Z is a V-
blocking point. We use relation X Y1 Y to denote that W
is a V-blocking point for the flow from X to Y. Notice that
X Yy v implies that

W+ does not IM-flow to Y. 24)

Notice also that the support-conserving requirement imposed
for any reachable constant v assigned to Wy implies that

W7 is independent of Wr. (25)

From and (23), we can conclude that W, being a V-
blocking, functions as a “choke point” for the information flow
from X to Y.

Relating mediation points: The blocking point definitions
presented in this section form a hierarchy:

Theorem 2. Given cascade C= X Cy, W CyY and support
predicate o:

(i) If W1 is a VY-blocking point, then Wi is an 3-blocking

point.
(ii) If Wy is an 3-blocking point, then W7y is an 3*-blocking
point. ]

The converses of the statements given in theorem [2| do not
hold.

Using theorem [2] one can easily deduce that a San-filtering
point does not satisfy any of the blocking point definitions of
this section. Recall our earlier conclusion that if a variable
W is a San-filtering point, then W is not necessarily an
3*-blocking point (see discussion of (22)). And if W is not
an 3*-blocking point, then, using the contrapositive of the
implications in theorem [2| we also get that W is neither an
3-blocking point nor a V-blocking point.

If some of the supported values of W7 are in D (i.e., D n
Wgcl # @), then a V-blocking point is also a San-filtering
point:

Theorem 3. Consider support predicate o and cascade C =
X C, W Cy Y, where X, Wi, Wy, and Y are singleton
variables. If W1 is a V-C{)locking point, channel Cy is D-
preserving, and D N WYU ! # @ holds, then Wy is a San-
filtering point, for any function San that maps singleton
values to D and makes the W |San-filtering channel support-
conserving for C and o. [ |
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Fig. 3. Sets of mediation points according to Theorems [2] and [3]

This theorem connects blocking with filtering. It implies that
V-blocking points can guide the correct placement of filters,
such as downgraders, within a cascade. If W7 is a V-blocking
point in a cascade, and if the downgrader is inserted between
W and the next channel in the cascade, then any input to the
cascade will be downgraded before reaching the output of that
cascade.

Requiring at least one execution og the cascade in o to yield
a value for W5 in D (e, Dn W2 ' # @) is crucial for this
theorem to hold, and thus, for blocking to imply filtering. If
W7 never takes a value in D, then the hypothesis of C being
D-preserving is never exercised, and thus, a V-blocking point
is not necessarily a San-filtering point. To illustrate, consider a
cascade X C7 W (5 Y and support predicate o such that the
W7 input of Cf is always a constant value in D. Assume also
that channel C; outputs (possibly different) values in D when
at least one of its inputs is in D. Thus, Y always takes values
in D. Here, W; can be a V-blocking point for the flow from X
to Y. But placing a San filter at W; will not result in filtering
Y. This is because for the cascade X C; W' Cg4, W Co Y,
W7 will still be taking a constant value from D, and thus Cs
will still output a value in D.

We earlier saw that the other blocking definitions (3-
blocking and 3*-blocking) do not indicate the correct place-
ment of sanitizer San in the cascade. And since a downgrader
is an instance of a sanitizer, these other blocking definition are
not appropriate mitigation points. Involved variables are not
appropriate for guiding the placement of sanitizers, either. This
is because involved variables intercept part—not the entire—
flow of information from an input to an output.

Summarizing, we have shown that mediation points for
filtering in a system are not necessarily mediation points for
blocking, and vice versa. So, in general, mediation points that
enable filtering cannot be repurposed to enable blocking, and
vice versa. But there is an exception: a V-blocking point can
be a mediation point for filtering, too. Thus, the semantics of a
V-blocking point can be used to justify the correct placement
of a filter within a system. Figure gives a Venn diagram
that relates the sets of mediation points according to theorems
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Structural properties of V-blocking: A Y-blocking point
satisfies two interesting structural properties. The following
theorem shows the first—that V-blocking points satisfy a form
of compositionality: the V-blocking point of a V-blocking
point is a V-blocking point.

Theorem 4. For a cascade C= X C1 W Cy Z C3Y and
support predicate o, if X ZINY holds for C, and X Wy 7,
holds for CyCs, then X X20Y holds for C. n

The other definitions of blocking points do not exhibit this
kind of compositionality.

The second structural property is that singleton variables
that are V-blocking points can be used to construct CD-
trajectories, thus making these singleton variables involved
variables, too. Other blocking points do not necessarily satisfy
this property.

Theorem 5. Consider support predicate o and a cascade
XC 2" Cy 2?27 C, Y,

where X IM-flows to Y and W is a singleton partial variable
of Z9, and thus, an input to channel Cin. If X u Y,
X W—n_ﬁ wrto . and X L1>|| W2 hold in cascade C, then
<X> C <Whs> Cy <W?> ...
<W" 25 Ch-1 <wnls C, <Y >

is a CD-trajectory. [ ]

A question that remains open is whether any variable—rather
than singleton variables—that is V-blocking point can serve
as an involved variable.

VI. RELATED WORK

We appear to be the first to give information flow ac-
counts for accountability, involvement, and mediation. Our
work, however, builds on prior work both within and outside
Computer Science.

A. Accountability

Accountability is connected to causality. And researchers
in many disciplines have explored counterfactual arguments
to capture causality (e.g., [1], [27], [18], [20]]). Claiming
that standard causal models cannot support constraints on
variables, Beckers et al. [4] extend standard causal models
to support causality claims where initial constraints create de-
pendencies between variables. The resulting causality relations
are analogous to our supported flows. Similar to VXM, the
causality relation Beckers et al. propose reports correlative
relations that are induced by the constraints. These correlative
relations are labelled “non-causal” in that work, but this term
is not formalized there.

Causality reasoning has been employed to solve account-
ability problems in systems. Datta et al. [11] investigate
the problem of identifying the events that were the actual
cause of a fault in a system. Tschantz et al [29] employ
counterfactual arguments to estimate whether web data has
been used by certain applications and, thus, whether this data
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is accountable for the values that these applications compute.
Both approaches do not consider correlations induced by the
environment.

Audit logs are often employed to achieve deterrence through
accountability. Intrusion detection schemes (e.g, [12]) employ
anomaly detection methods on audit logs to find user actions
that deviate from patterns previously deemed normal. These
audit logs then function as evidence for holding some users
accountable for identifying intrusion. Causality analysis has
also been applied to audit logs for identifying causal paths
that point to the root cause of an attack. For example, Kwon
et al. [17] use counterfactuals to establish causal relations
between events recorded in an audit log. Complications that
arise from correlations of data and the non-transitivity of
causal relations were not discussed in that work.

Correlations between data has been extensively studied
in connection with relational databases. Here, a functional
dependency (e.g., [19]], [14]) captures how the values of an
attribute set uniquely determine the value of another attribute.
For example, the country attribute uniquely determines the
currency attribute. Functional dependencies are similar to our
notion of a support predicate that captures correlations among
initial values of variables. In databases, methods have been
proposed to discover functional dependencies in order to
improve schema normalization and database redesign. In our
work, the correlations are given—not discovered. Accountabil-
ity is then defined based on these correlations and all possible
relaxations.

B. Mediation

Mediation has mostly been studied in the literature of
causality. Soloviev et al. [26] use “mediated causation” to
indicate total control between a cause and an effect. A cause
is an assignment of a value to a variable, and an effect is an
event in the system. So, a variable W mediates causation if
by fixing W to a reachable value then the effect is no longer
seen. This control of W is closely related to our 3-blocking.
However, 3-blocking intercepts the flow of information be-
tween variables—it does not intercept the influence that a
specific value assignment has to a system event. Soloviev et
al. [26]] also discuss causal graphs, where paths conservatively
approximate causal relations between variables. Those paths
are conservative approximations of our CD-trajectories.

Pear [23] asserts that mediation analysis (e.g., [23[], [28],
[24]]) “aims to uncover causal pathways along which changes
are transmitted from causes to effects”. Knowledge of such
pathways enhance an understanding about how subsequent
variables contribute to building a causal claim. So, these causal
pathways are addressing the same idea as CD-trajectories and,
thus, the variables referenced in those causal pathways are
similar in spirit to involved variables. Pear [23|] does not
identify variables that are interconnected with non-correlative
relations, whereas CD-trajectories do identify these variables.
Also, the mediation analysis of Pear [23|] does not handle
correlations on variables and the effects of these correlations
on the formation of causal pathways.



C. Information Flow Definitions

Most of the literature in information flow control concerns
the absence of flow [15]—what it means for an input not to
flow to an output of a program. Our work is concerned with
the presence of flow. In approaches that do propose definitions
for existence of flow, correlations between inputs have not
been adequately addressed (if at all). Here we describe such
approaches.

Our theory of accountability and mediation uses modulation
to create counterfactual arguments. Modulation is employed by
Cohen [9] to characterize what he terms strong dependency.
This information flow definition incorporates constraints im-
posed on inputs. Similar to VXM-flows, Cohen extends a
partial input into one that is independent from the rest of the
input. He uses the terms “clumps” and “pseudo-objects” to
refer to these extensions, but formalizations are not provided.
Our VXM-flow definition formalizes such extensions and
requires them to be minimal. As with VXM-flow, strong
dependency might report correlative flows.

IM-flow, VXM-flow, CD-flow, and strong dependency ad-
dress a qualitative question: whether there is an information
flow from one entity to another. Researchers in quantitative
information flow (QIF) are concerned with a different ques-
tion: how much information flows from one entity to another.
Alvim et al. [2]] survey research advances in QIF, analyzing
different QIF definitions, including Shannon’s theory. These
definitions are not based on modulation; rather, they are based
on differences in the probability distributions for a secret
before and after observing an output. This formalism usually
considers a channel with one input and one output; initial
correlations across multiple inputs has not been a concern
for QIF researchers. However, Alvim et al. [2] does discuss
the Dalenius perspective [6|], where a secret outside the
modeled system might be correlated with the actual input to
the corresponding channel. Thus one can calculate the amount
of information that is leaked from that outside secret to the
output of the channel. The Dalenius perspective is an example
where information about an outside secret S can be inferred
by observing an output O. Yet, based on the understanding
that our paper builds, S is not accountable for O since S,
being outside the system, has not been used in computing O.

Extensive research in Computer Science has concerned an-
alyzing programs for identifying information flows. A number
of tools have been proposed to approximate the quantity
of information that a program might leak about its secret
inputs (e.g., [3[I, [5M, (130, [8[I, [7]). LDX [[16] use alternative
executions to build counterfactual arguments for establishing
causality relations between variables at different program
points. However, LDX does not handle cases where inputs
are correlated.
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APPENDIX
A. Proofs of Theorems
Theorem 1. FC(I10,X?) holds.

Proof. Consider J, K 2 and L = Jn K. It suffices to show
that if FC(J,X°) and FC(K,X°) hold, then FC(L,X?)
holds, too. Let z, 2" € X?. By the definition of FC(J, X7),
we then have z || ; 2" € X7. By the definition of FC (K, X?),
we then have (z ||; 2') ||k 2’ € X°. Because (z ||; ') ||k
2 =z ||p «', we then get x || 2’ € X°. Thus FC(L,X7)
holds. O

Theorem 2. Given cascade C= X C1 W CyY and support
predicate o, the following logical implications hold:
(i) If W1 is a VY-blocking point, then Wi is an 3-blocking

point.
(ii) If Wt is an 3-blocking point, then W7y is an 3*-blocking
point. [ ]

Proof. We first prove (i). Let W; be a V-blocking point for

cascade C with support predicate o. This means that

(a) X IM-flows to Y for C and o, and

(b) for any Wj/v-assignment channel Cyy,, where v is a
Wi-reachable constant for C and o, Cyy, is support-
conserving for C and o, and X does not IM-flow to Y
forocand Cy, 2 X Cy W' Cw, Wy Y .

If C is executed, then there will be a value for intermediate
variable W for some supported input to the cascade. Therefore,
there will be a Wir-reachable value stored in partial variable
W7. Let this value be v'. Based on v’, we can construct Wy /v'-
assignment channel C’{,VI. By instantiating in (b), Cy, with
Cyy,» we get that X does not IM-flow to Y for o and Cyy, .
From (a), we then get that W; is an 3-blocking point.

We now prove (ii). By definition, for a variable to be an
3-blocking point, it should satisfy all requirements imposed
by an 3*-blocking point and the requirement of the witness
value to be reachable. So, if a variable is an 3-blocking point,

then it is also an 3*-blocking point.
O

Theorem 3. Given is support predicate o and cascade
C= XCWCy Y, where X, Wi, W7, and Y are
singleton variables. If W; is a CV—blocking point, channel Cy
is D-preserving, and D n W}l ! # @ holds, then Wy is a
San-filtering point, for any function San that maps singleton
values to D and makes the Wy |San-filtering channel support-

conserving for C and o. [ |
Proof. To prove that W; is a San-filtering point, we prove
that:
(i) X IM-flows to Y for C and o,
(if) for Wy/San-filtering channel Cs,,,, each output value of
Y of Cgan 2 X Oy W' Cg4n W Cs Y is in D:
(Ve e X7: Cgan(z) € D)

We get (i) from the hypothesis that W7 is a V-blocking
point.



We now prove (ii). Assume for contradiction that for some
input z € X7, we have

Csan(z) ¢ D. (26)
Let w’' = Ci(z) and
w® = Csan(w'). 27
From (26)), we then have
Co(w®) ¢ D. (28)

Because C; is D-preserving, and because w{ € D, by the
construction of Cgapn, (26) also gives w; ¢ D.

Let oy = 0€1 and w” € W7 where w% € D. Such w" exists,
due to hypothesis D n W}El # @. Let also

w® = Cgan(w"). (29)

We show that wa € D holds. By the definition of Clg,,, and
because C5 is D-preserving and w’T’ e D, we then have that

Cy(w®) e D (30)

and

wlreD A wbjeD. 31

By construction, we have that w’ and w" are supported by
o1, From property (ii) of the VY-blocking point definition,
the hypothesis that W; is a V-blocking point implies that
for all Wj-reachable constants v, the corresponding Wy /v-
assignment channel Cyy, is support-conserving. This implies
that W7; is independent (see @)) of W for the set of values

supported by o©1. We then get that there exists w"’ supported
by o such that
w'" = w' (32)
and
w'" = w". (33)
Let
wc — C,S’an(w,”)- (34)

Given that Wy is a V-blocking point, we expect that the
original flow from X to Y involves only W; and not its
compliment W7. In particular, we prove the stronger statement
that no information flows from W7 to Y:

W7 does not IM-flow to Y for o and Cb. (35)

This holds because whenever w1, ws € o€ with wy =7 wsy, we

will prove that Cy(wq) = Ca(wsy). Otherwise, X would IM-
flow to Y for o and Cyy,, where Cyy, is an W /v-assignment
channel with v =; wy, where

Cw, = XClWICWIWCQY.

This flow would contradict property (ii) of the V-blocking
point definition applied to W7y.

We prove w® =; w® by starting from and using the
definition of Cggy, (34), and @27):

"

w ! =I U}, = CSan(w”,) =I CSan(w,)

= w® =1 Cygn(w') = w =y w®

14

So, we have

w =7 w®. (36)
Similarly, from (33), (34), and 29), we get
w® = w’. (37)

From , @, and @), we get that w’r, w; € D. Because
Cy is D-preserving, we then get Co(w®) € D. Because Cgqy,

is support-conserving for C and o, we get that w® and w® are
reachable values when C is executed on inputs supported by
0. So, w* and w* are supported by o©1. From , , and
Ca(w®) € D, we then get that W7 IM-flows to Y for C5 and
o1, which contradicts . So, we proved (ii). O]

Theorem 4. For a cascade C= X C1 W Cy Z C3'Y and
support predicate o, if X Z14Y holds for C, and X Wow 7,
holds for C1Cs, then X Y20Y holds for C. n

Proof. In what follows, let C"V1/" denote a W [v-assignment
channel C for a given v.
By hypothesis we have:

X ZL4Y for o and C, (38)
X Yoy 7, for o and C1Cs. (39)

We prove that
X Y4y for o and C. (40)

Let v be a W ;-reachable constant for C and ¢. From property
(ii) of V-blocking point definition applied to (39), we get that

C"s1" is support-conserving for C1C5 and o (41)

and, from property (i), we get that X does not IM-flow to Z;
for o and

cWilvex oy w eVl wo e, Z (42)

So,

Z; has a constant value zo when C}V7 /v is executed in o.
(43)
Consider CV7/v = X ¢y W' C¢W7/" W Cy Z C3 Y. When
CWilv is executed in o, then Z; has always a constant value
20 because of (3) and because CV2/* = CY*/* ¢4 Y. From
and the construction of (CZV’ / Y we get that

2o 18 Zy-reachable for C and o. (44)

From property (ii) of ¥-blocking point definition and (38), we
get that for any Z;-reachable constant v for C and o, C%1/*
is input conserving for C and o, and X does not IM-flow to
Y for C%1/* and o, where

Coilv s X Oy W Cy 2" C%11 7 Oy Y. (45)
We instantiate v with zy to have
CHlo =X CyW Cy 2/ C71I ZC5Y.  (46)

From we then get C%7/*0 is input conserving for C and
o, and

X does not IM-flow to Y for C#*/* and o. 47)



We have that C'V7/? has the same channel matrix for o as
cWolvZilzo = x oy W oWl W Cy 2 0% Z Gy Y.

Because of , we get that the set of values that Z’ takes
at CWs/v-Z1/70 s a subset of the set of values that Z’ takes
at CZ1/70 From , we then get that X does not IM-flow
to Y for CWs/v:21 %0 ejther. Because CWi/v has the same
channel matrix for o as CW7/v:Z1/ %0, we then get that X does
not IM-flow to X for CW7/?. Thus X &)u Y holds. O

Lemma 1. For n > 2, support predicate o, and trajectory

<Wos 1 <Wts Cs <W?2s ..

, (48)
C;, <W'> -..C, <W">

if WO WSy, wo WSy et w0 WA W2 then
1

WO Xy W™ holds. "

Proof. Induction on n, where the induction hypothesis is: if
n-2 1 1

wo Loy wret, L WO Xy w2, then WO Koy it

holds.

— Base case n = 3: By the hypothesis of the lemma, we have
0o w2 3 o w! 2 :

WY —f W2 and W*° — W=. Theorem {| then gives
1

WO Yo W3, where X in the statement of theorem

is instantiated as W0, Z; as W2, Y as W3, and W as

wt.

Inductive case n > 3: By the hypothesis of the lemma,

0o w3 n-1 0o W' 2

we get W° —y W"™5, .., WY = W=. By the

induction hypothesis, we then get W° Xywnt, By the

hypothesis of the lemma, we also have wo W—n_>| wmn.

From WP Ll>|| W" ! and theorem we then get

Wwo Wy (where X in the statement of theorem 4] is
instantiated as W©°, Z; as WL, Y as W", and W as
wh.

O

Lemma 2. Given C2 X C, W Cy Y and support predicate
o, if X Wiy Y holds, then W CD-flows to Y for Cy, and o©°

Ca
(ie., W; Z=Y). n
Cy

Proof. From property (ii) from the definition of V-blocking
point, X &)u Y, we get that for all W;-reachable constants v,
the corresponding Wy /v-assignment channel Cyy, is support
conserving. This means that any pairing of reachable values
of W and reachable values of W7 is supported by 0% This
implies that W and W5 are independent for the set of values
supported by 0%, so to prove that W; CD-flows to Y for C),
and o%«, it suffices to show:

W; IM-flows to Y for C), and o, (49)

since if W; IM-flows to Y, then we can expand ¢ to support
more values and the flow will be maintained (since W; and
W7 are independent)—W; CD-flows to Y.

From property (i) of the definition of V-blocking point,
X ﬂ)l Y, we get that X IM-flows to Y for C and o. So, there

15

will be supported inputs z; and xo such that wy = C,(x1),
wag = Ca(fEQ), w1 74’11)2, and

Cb(wl) % Cb(’wg).

Let y1 = Cp(wq) and yo = Cp(w2). Let v be a Wi-reachable
constant for C and o. By construction of Wy /v-assignment
channel Cyy,, we get that

(50)

aCw;

(Elwa,wbeX”c D We =7 WL A Wy =7 W2 A We = Wp =1 V).
(5D

Cy(wg) = Cp(wp) should hold. The proof is by contra-
diction. Otherwise, we would get that there exist z,,zp €
X° such that w, = CCWIC(Ca(xa)), wp = Cw,(Cp(xp))
(because wq,wp, € X° 1) and Cy(Cw,(Ca(za))) #
Cy(Cw, (Cy(xp))), meaning Cy,(z,) # Cw,(xp) would
hold. So, X IM-flows to Y for Cyy, and o, which contradicts
property (ii) of the definition of V-blocking point. So, we
established that Cy(w,) = Cp(wp) holds.

Let ¢’ be Cy(w,), or equivalently Cy(wp). Value y' cannot
both equal to y; and to yo, otherwise (50) would not hold.
W.l.o.g. say that ¥ # y1. So, we have that Cj(wg) # Cp(w1),
where w, =7 w1 (due to ), wy is supported by o%a
(because wy = C,(x1) and x; is supported by o) and w,
is supported by 0%, since w, is supported by ¢“=“Wr and
Cyw, is input conserving. So, we have shown the existence of
two values w, and wj that agree of their I part and lead to
different out put values y" and y;. Thus, holds.

O

Theorem 5. Consider support predicate o and a cascade
XCZ2' Cy 2?27 C, Y,

where X IM-flows to Y and for each Z7 there is a singleton

. n-1 n-2

partial variable W7, for 1 <j<n-1.If X gy, x Yy
Wl and X Yy W2 hold, then
<X> <Wts> Csy <W?2s ..

52
<W" 2> C,.y <W"ls C, <Y > (52)

is a CD-trajectory.
Proof. To prove that (52) satisfies the definition of CD-

trajectory, we must show that the CD-flow relation

wi = 0”10 W7 holds, for 0,1 = 0€* % and 0<i < j <,
i+1---Cj

where WY £ X and W™ 2 Y. By hypothesis, we have that

X W—n;h Y, X W—nﬁ wnl . and X E)Ii W?2. We consider
two cases.
— Case j =i+ 1: From hypothesis X Wy Wi+l we then
get X ﬂl Wi,
— Case j > i+ 1: Let C' = Cy...C;, then from we
derive trajectory

<X> C" <W'> Cis1 <Witls

, ) 53
<Wi s C; <W’> (53)



lying Lemma [T] with n = j —i+1 (ie., n > 2) on

l| and X W—]_;l wi, ..., X K)" W1 we have that
X Yy wi.

Instantiating Lemma |Z| with a cascade where C, = C;...C;
and Cy = Cy41...Cj (if j =i+ 1 holds, then Cy = Cy11), sup-

port predicate o, and X Ll>| Wi, we get that wi
W7 holds (if j =4 + 1 holds, then Cjy1...C; is Ciy1).
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